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Sinai Terms of Use

o For Human Subjects research uses, I certify that I have completed Mount Sinai Health System (MSHS)
training required by the Program for Protection of Human Subjects (PPHS), and agree to abide by all
PPHS requirements pertaining to access, storage, sharing and review of data.

e [ will limit all data sets used in RICH to only those, which contain fully de-identified data according to
the DHHD HIPAA definition.

e For any custom data, computational services, networks communication and web services that I request, I
will limit my request to only those services, which are approved by MSHS IT Security (by default or
after Risk Assessment review).

e When using data provided without identifiers for research purposes, I will not attempt to re-identify
patients from any data that [ may see in the RICH. This restriction applies to all uses, including data
being used in preparation of a project, or for purposes of research that is considered not federal regulated
human subjects research.

o Data stored in RICH shall not be shared or disclosed to external entities outside MSHS without explicit
permission from the Institutional Review Board (IRB) and Mount Sinai Innovation Partners (MSIP).

o I certify that [ understand and agree to abide by the guidelines of the PPHS, the rules, and regulations of
the MSHS, and all applicable federal and state laws and regulations.

o I certify that any RICH individual account access provided to me will be used only for my individual use
and will not be shared with others or used by automated processes.

o I certify that any generic (i.e., non-individual) account access provided to the RICH will be used
exclusively for its designated and preapproved purpose and will not be used by any individual for
connecting, retrieving, or modifying data.

o [ certify that any required modifications to the default functionality and storage parameters will be
requested to and performed by the current RICH team members exclusively.

e T understand that all access is audited and that unauthorized access or inappropriate usage of data may
result in disciplinary action up to and including termination.

Print Name:

Signature:

Date:
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